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Introduction
@ Physical Layer Security
@ Wire-tap Channel
@ Secrecy Capacity (Secrecy Rate)

@ Approaches to Improve Secrecy Capacity
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Introduction
@ Physical Layer Security

@ Wire-tap Channel
> First introduced by Wyner [BST)’75]
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Introduction
@ Physical Layer Security

@ Wire-tap Channel

Channel capacity of source and destination Cq

e fa——"Secure Encoding }—r—{(Viin Chamnel| | ——{Becoding —— L' .

Channel capacity of source and eavesdropper Cg ¢
* Eve

» The eavesdropper knows well the encoding scheme at the source and the
decoding scheme at the destination.

» However, it is still available that there exists a positive rate of reliable
communication between Alice and Bob if the wire-tap channel is worse than the

main channel, for the eavesdropper can be kept ignorant solely by the greater
_~.  hoise presentin its received signal.
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Introduction
@ Physical Layer Security

@ Secrecy Capacity

@ The secrecy capacity is define as the maximum rate of reliable
information sent from the source to the intended destination in the
presence of eavesdroppers.

@ The secrecy rate is an achievable rate that is smaller than the
secrecy capacity.

@ Note that if the source-eavesdropper channel is less noisy than the
source-destination channel, the perfect secrecy capacity will be
zero. Thus, Some recent work has been proposed to overcome this
limitation using relay cooperation.

(&%At%* }? fﬂ{‘%ﬁ%ﬁﬂ%ﬁ Lingyang Song, EECS, PKU, CN



Introduction
@ Physical Layer Security

@ Approaches to Improve Secrecy Capacity
@ Cooperative Relaying
€ 5o

Cluster

* Eve
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Introduction
@ Physical Layer Security

@ Approaches to Improve Secrecy Capacity

@ Cooperative Jamming

» The jamming signal can be as interference to both destination and
eavesdropper, which makes both the wire-tap channel and the main
channel getting worse. But if the interference effect on Bob is less than
that on Eve, the secrecy rate will be improved.

1] Bob

Alice i;?ﬂ
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System Model

@ Two-Way Relay Communication through an Untrusted
Relay Node
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System Model

@ Key Assumptions:

> All the nodes are equipped with only a single omni-directional antenna and
operating in a half-duplex way.

» No direct communication link between the two source nodes.

> The untrusted relay node, working in Amplify-and-Forward protocol, acts
both as an essential relay and a malicious eavesdropper who also wants to
eavesdrop the transmitted data coming from the sources.

» The source nodes have perfect knowledge of the jamming signals transmitted
by the friendly jammers, for they have paid for the service.
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System Model

@ Secrecy Rate for S, and S,:
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System Model

» (x)* represents max{x, 0} .

» P> P> pijdenote the transmitting power of the sources S, S,, and the friendly

jammer J,, respectively.
> In addition,
o (plgSl,R T P85, T 02) o’ (plgSl,R T P85, T 0_2)
K = K, =
P,8s, r P.8s .k
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€ Analysis of Two-Way Untrusted Relaying with
Friendly Jammers
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Analysis of Two-Way Untrusted Relaying
with Friendly Jammers

@ A Special Case without Jammers

€ Game between Sources and Friendly Jammers

(&%At%* }? fy_ﬂ.{’%ﬁ%—ﬁﬂ%ﬁ Lingyang Song, EECS, PKU, CN

16



Analysis of Two-Way Untrusted Relaying
with Friendly Jammers

@ A Special Case without Jammers

@ Secrecy Rate for S, and S, in This Special Case:

G =%
2

/4

C§2

\\‘fsga//z)tf 4. ¥ BRBEHTER

_{log[H
{mg(l

Pr8s, r

8s R j_log n Pi8s R
(72+p2g52

1+

j—log 1+ 2p2gS2,R
K O + P& »

Lingyang Song, EECS, PKU, CN

17



Analysis of Two-Way Untrusted Relaying
with Friendly Jammers

@ A Special Case without Jammers

@ Existence of Non-zero Secrecy Rate j
P1 = Piax

> We can prove that under the power constraints < p, < p _ , there exists
at least one pair of (p,, p,, p, ) that satisfies

P = P

P(éls > 0,65 > 0) P(Kl < ngSZ,R,Kz < plgSl,R)

K K
P| p. > max —, > >0
P28s,r P18s, R

K = (plgSl,R + P28s, R + 0-2)0-2

which actually indicates that a non-zero secrecy rate in the two-way relay

(R)  channelis indeed available.
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Analysis of Two-Way Untrusted Relaying
with Friendly Jammers

@ A Special Case without Jammers

@ Optimal Transmitting Power Allocation to Maximize
the Secrecy Rate

» We formulate the problem subject to the individual secrecy rate
constraints and power constraints as

2
max C° = max Z C,
k=1

{ C:>0,Cs >0
S.t.
pl Sprnax9p2 Spmax9pr Spmax
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Analysis of Two-Way Untrusted Relaying
with Friendly Jammers
@ A Special Case without Jammers
@ Optimal Transmitting Power Allocation to Maximize
the Secrecy Rate
> After further calculation, we can get the following results:

°  When maximizing the secrecy rate, the relay should always transmit with
the maximum power, i.e,, 7, ., = Puax

°  Wedefine
14 pzlgSl,R 14 pzzgSZ,R
o +K, o +K,
0

E(p.,p»D,) Py e
[1+ 1 SI,R J[l-‘* 2 S2,R J

> 2
O + D85 r O+ P&s r
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Analysis of Two-Way Untrusted Relaying
with Friendly Jammers

@ A Special Case without Jammers

@ Optimal Transmitting Power Allocation to Maximize
the Secrecy Rate {
P oopt =

_Jpl i e(0.p,)

DPuaxs Otherwise

o |If &5 .r > &s,.z, we have that
p270pt :pmax

aFvv(l?max’pl’lymax)

where p, is the solution of 5 =0.
pl_opt = pmax pl
° IfgSl,R <gS2,R,WQ haveﬂ'at » _ p;’ l.jpp;e(()?pmax)
= Duaxs Otherwise
* aﬁ' ’ ’
where p, is the solution of (Pmag Prmax pz) =0.
° IfgSl,R :gSz,R.we haved"at pl_opt = Prmax P
p2_opt = pmax
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Analysis of Two-Way Untrusted Relaying
with Friendly Jammers
€ Game between Sources and Friendly Jammers

@ Stackelberg type of game between Sources and
Jammers

» Here we consider the two sources as two buyers who want to optimize
their secrecy rates, while the cost paid for the “service", i.e., jamming
power p’,i € N, should also be taken into consideration.

» Also we employ the pricing scheme to the payment of the two sources.
For simplicity, here we mainly consider linear pricing scheme.
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Analysis of Two-Way Untrusted Relaying
with Friendly Jammers

€ Game between Sources and Friendly Jammers

@ Source Side Game

» For the source side, we define the utility function as
U, =a(Cf +C§)—M

where ( is a positive constant representing the gain per unit rate, and
M is the cost to pay for the friendly jammers.

> Herewe have M = Z m piJ , where 771. is the price per unit power paid
for the friendly jammer i by the sources.
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Analysis of Two-Way Untrusted Relaying
with Friendly Jammers

€ Game between Sources and Friendly Jammers

@ Source Side Game
» The source side game can be expressed as
max U_ = max (a(Cf + Cj)—M)

t{ C:>0,C >0
S.1.
ngztjgpmaxﬂpr:pmax’ﬁxedpppz

(\S‘g/yﬂtﬁ* %‘z'; MBS Lingyang Song, EECS, PKU, CN

24



Analysis of Two-Way Untrusted Relaying
with Friendly Jammers

€ Game between Sources and Friendly Jammers

@ Friendly Jammer Side Game

» For the friendly jammer side, we define the utility function of each friendly
]al'l'lll'leras Ul.zmi(plf])Ci,l.EN

where c, > 1 is a constant to balance the payment from the sources and
the transmission of the jammer itself. With different values of C, , the
jammers have different strategies for asking the price 772..

» Here the jamming power p;] is also a function of the vector of prices
(ml,mz,---,mN) ,as the amount of jamming power that the sources will
buy also depends on the prices that the friendly jammers ask.
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Analysis of Two-Way Untrusted Relaying
with Friendly Jammers

€ Game between Sources and Friendly Jammers

@ Friendly Jammer Side Game

» The friendly jammer side game can be expressed as

maxU,, ieN
» The optimal asking price for jammer i can be given as

mi_opt = m, {G ’gSl,R’gSz,R’{ngR}}
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Analysis of Two-Way Untrusted Relaying
with Friendly Jammers

€ Game between Sources and Friendly Jammers

@ Distributed Algorithm

> From above, we have

(7! )
7 (m)=—t"
m =1,(m) D, o

C,
' Om,

where m =[m,,m,,...,m, ], p; ,, is a function of m, and /, (m ) is the

price update function for friendly jammer i.

» The distributed algorithm can be expressed in a vector form as

m(t+1)=I(m(t))

where 1 = [11,12,...,1N]T. and the iteration is from time t to time t+|.
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Simulation Results

@ Simulation Conditions

» The sources §,, S,, and the malicious relay R are located at the coordinate (-
1,0), (1,0), and (0,0), respectively.

» The maximum power constraint p,,, is 10.
> The noise variance is 62 = 0.01.

» Rayleigh fading channel is assumed, where the channel gain consists of the
path loss and the Rayleigh fading coefficient.

» Here we select a = | for the source side utility.
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Simulation Results

@ The Special Case without Jammers

Secrecy Rate vs. p1 and p2

-II”

o
T e

s -
B g g -
e R Ay A
. A ety e E
g S T P
-

T,

;l - g e =
. o, & £ i L

35 s ! “\“\

L7 sy o’ it rrers L)

£ i \\\\\
r, s o - 2

2. IR ey, e “‘ \

[Pl L1777 I.r;,, 54 1117, % ‘

770 7 \

Secrecy Rate

A
Y

2% VT Lingyang Song, EECS, PKU, CN
4.2 BRBEHRR gvang song




Simulation Results

@ The Special Case without Jammers

Secrecy Rate vs. p1 and p2
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Simulation Results

@ Single-Jammer Case

Secrecy Rate vs. Jamming Power
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Simulation Results

@ Single-Jammer Case

Optimal Jamming Power Bought vs. Jammer Price
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Simulation Results

@ Multiple-Jammer Case

» We consider two jammers which are located at (0.3,0.4) and (0.5,0.5),
respectively. The sources' utility Ug, the first jammer’s utility U,, and the

second jammer’s utility U, as functions of both jammers'prices are
shown as follows.

Source Utility U_vs. m_and m,

Source Utility U_

{F;?«_é’:&}?_\\ Jammer 1 Price m_ 8 0
ol ?’) — A WA
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Simulation Results

@ Multiple-Jammer Case

Jammer 1 Utility U1 vs.m, and
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Simulation Results

@ Multiple-Jammer Case

Secrecy Rate vs. Number of Jammers
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Simulation Results

@ Distributed Solution vs. Centralized Solution of Secrecy

Rate Centralized and Distributed Solution of Secrecy Rate vs. the Price Factor a
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Conclusion

@ Reinforce security in physical layer seems to be a very effective approach to further protect
wireless networks.

@ Woe therefore investigated the physical layer security for two-way relay communications with
untrusted relay and friendly jammers.

@ As a simple case, a two-way relay system without jammers is first studied, and an optimal power
allocation vector of the sources and relay nodes is found.

@ Wae then investigated the secrecy rate in the presence of friendly jammers. Furthermore, we
defined and analyzed a Stackelberg type of game between the sources and the friendly jammers
to achieve the optimal secrecy rate in a distributed way.

@ From the simulation results, we can get the following:
® A non-zero secrecy rate for two-way relay channel is indeed available.

® The secrecy rate can be improved with the help of friendly jammers, and there is an
optimal solution of jamming power allocation.

® Thereis also a tradeoff for the price a jammer sets, and if the price is too high, the
sources will turn to buying from others.

¢ Forthe game, we can see that the distributed algorithm and the centralized scheme
have similar performances, especially when the gain factor a is sufficiently large.
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